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SAMPLE SOCIAL MEDIA POLICY


This sample social media policy was developed by Community Action Program Legal Services, Inc. (“CAPLAW”) and has not been approved by any outside authority, such as the U.S. Department of Health and Human Services. When using this sample to develop, review or update a social media policy, CAPLAW strongly recommends you consult with counsel familiar with your CAA’s operations and the laws of your state.

This publication is part of the Community Services Block Grant (CSBG) Legal Training and Technical Assistance Center. It was created by CAPLAW in the performance of the U.S. Department of Health and Human Services, Administration for Children and Families, Office of Community Services Cooperative Agreement – Grant Award Number 90ET0482-03. Any opinion, findings, conclusions, or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the U.S. Department of Health and Human Services, Administration for Children and Families.

The contents of this publication are intended to convey general information only and do not constitute legal advice. This publication does not constitute or create an attorney-client relationship. If you need legal advice, please contact CAPLAW or another attorney directly.


Updated by CAPLAW February 2023

2

How to Use This Sample Policy
As the use of social media platforms proliferates, Community Action Agencies (CAAs) have taken advantage of these networks to make their services more accessible to clients and to communicate with the public. Some CAA employees have job duties associated with maintaining a CAA’s official social media accounts. Many employees likely use social media in their personal lives. These practices have led many CAAs to adopt policies on the personal and business-related use of social media by their employees. While such policies are not required, they can be helpful with respect to setting expectations and helping employers meet their legal obligations.
This template policy intends to help CAAs understand the framework and some of the legal issues that may arise in drafting and administering a social media policy at their agency. However, the federal, state, and local laws and regulations governing the use of social media are evolving, so CAPLAW strongly recommends that you consult with an attorney familiar with your CAA’s operations, federal labor laws, and the laws of your state when drafting or updating your social media policy.
This sample policy is primarily informed by the National Labor Relations Act (NLRA) and its interpretation by the National Labor Relations Board (NLRB, or the Board), the administrative body charged with adjudicating potential violations of the NLRA. The NLRA provides unionized and non-unionized workers with a protected right to engage in concerted (or group) activities for the purpose of collective bargaining or other mutual aid or protection (29 U.S.C. § 157). The NLRB has interpreted this to include an employee’s right to communicate with other employees about the terms and conditions of their employment using social media platforms. Further, employers are prohibited from interfering with, restraining, or coercing employees in the exercise of their right to engage in concerted activities. 29 U.S.C. § 158(a). 
The NLRB has found that some employers’ social media policies violate that prohibition because they restrict employees’ ability to communicate with other employees or the public about their conditions of employment. However, the Board's stance on which policies violate the NLRA has changed over time and will likely change again as a result of its political nature. The NLRB is composed of five members serving five-year terms, with one seat turning over every year. Members are appointed by the President and confirmed by the Senate, and presidential administrations generally nominate NLRB members whose priorities align with their own. A Board whose members are more employer-friendly will generally place fewer restrictions on employers’ social media policies, whereas a more employee-friendly Board will place greater scrutiny on such policies and be more likely to strike down restrictions on employee use of social media under the NLRA. This sample policy attempts to strike a balance between protecting CAA employers from liability under the NLRA and providing them with practical rules to manage the use of social media by their employees.
Public CAA employees are not covered by the NLRA, but they are more likely to be members of a union than private CAA employees. Public CAAs should examine applicable collective bargaining agreements, state and local laws, and government policies before implementing or amending their social media policy.
This sample policy contains bracketed text and footnote annotations that correspond with specific provisions. These are intended to help you identify and understand the legal requirements and some key options available when modifying the sample policy and adapting it to meet the needs of your organization. Any bracketed text and footnotes should be reviewed and deleted when finalizing the social media policy.
[Name of Community Action Agency]
Social Media Policy

[Community Action Agency] (CAA) recognizes that social media provides unique opportunities for CAA and its employees to share information and participate in interactive discussions online. For purposes of this policy, “Social Media” includes all means of sharing or posting information or content through virtual communities and networks, including personal blogs and websites, social networking platforms such as Facebook, YouTube, or Instagram, and other interactive media technologies.

Whether for personal or business reasons, an employee’s use of Social Media involves certain risks and requires the employee to exercise certain responsibilities. Any conduct that adversely affects the employee’s job performance or the performance of colleagues or others who work on behalf of or for CAA, such as contractors, suppliers, and vendors, may result in disciplinary action up to and including termination. 

To assist employees in making responsible decisions about the use of Social Media and to protect CAA’s programs, clients, and communications systems, CAA has established the following guidelines for the appropriate use of Social Media. This policy covers both an employee’s personal and business uses of Social Media.

This Social Media policy is not to be applied or interpreted in a manner that interferes with any activities protected by state or federal law, including the National Labor Relations Act. Employees should feel free to discuss wages, benefits, or other terms and conditions of their employment with each other, to form, join, or support labor unions, to bargain collectively, or to raise complaints about working conditions for their own and their fellow employees’ mutual aid and protection.[footnoteRef:2] [2:  Including this disclaimer will not necessarily protect a social media policy from being struck down by the NLRB. It is equally, if not more so, important to define the terms used in a policy, use examples of prohibited conduct where possible, and be specific and precise in outlining the policy’s prohibitions.] 


1. Personal Use (Not Related to CAA Business)

An employee’s personal use of CAA’s computer or communications equipment (such as workstations, phones, laptops, or network infrastructure) to access Social Media must be minimal, occasional, limited to non-work times, may not be at the expense of an employee’s job performance or interfere in any way with the business needs and operations of CAA, and may not impose costs on CAA.[footnoteRef:3] An employee may not use their CAA email address to register for an account on any Social Media website for personal use. CAA’s IT resources and communications systems are the property of CAA, and employees should have no expectation of privacy whatsoever in any information or communications transmitted to, printed from, or stored or recorded on CAA’s electronic information and communications systems. [3:  CAAs should be cautious about completely banning employees’ personal use of the employer’s communications equipment, since doing so may interfere with employees’ rights to discuss the terms and conditions of their employment with one another. ] 


CAA reminds employees that if their Social Media activity would violate any of CAA’s policies in another forum, it will also violate them online. Employees’ use of Social Media must be consistent with all other applicable CAA policies, including, but not limited to[footnoteRef:4], CAA’s anti-harassment policy[footnoteRef:5], CAA’s anti-discrimination policy, CAA’s information and confidentiality policies[footnoteRef:6], CAA’s IT and communications policies[footnoteRef:7], and CAA’s political activity policy.[footnoteRef:8] For more information, please see the CAA policies listed above.[footnoteRef:9] [4:  When deciding whether to discipline or terminate an employee for their off-duty, personal use of Social Media, a CAA should consider how the employee’s conduct could impact others in the workplace, especially if the employee is a supervisor. The CAA should also consider if any of the employee’s actions could reasonably be construed as protected activity under the NLRA. The agency should consult with a local attorney to determine if there are state laws governing the actions an employer can take with respect to lawful off-duty conduct.]  [5:   CAAs could face liability if they knowingly allow an employee to use Social Media to harass another employee online, or if the employee’s personal use of Social Media creates a hostile work environment for another employee. This could happen if an employee makes statements that could be viewed as malicious, obscene, threatening, intimidating, disparaging to CAA employees, clients, or programs. We recommend that CAAs only prohibit unlawful harassment and that they provide examples to clarify the scope of the prohibition. See Operations Management Memo 12-59, 20 (2012).]  [6:  CAAs may prohibit employees from sharing protected information online (e.g., client information, protected health information), but they should not broadly prohibit the sharing of any internal information or documents. For example, the NLRB has found that recording or posting photographs or video recordings of the workplace are protected by Section 7 of the NLRA if employees are acting in concert for their mutual aid and protection and no overriding employer interest is present. Rio All-Suites Hotel & Casino, 362 NLRB 1690, 1693 (2015).]  [7:  Laws governing employer monitoring of employees while at work or while using employer’s devices are evolving. Check with an attorney licensed in your state to discuss any applicable restrictions on your CAA’s ability to monitor employee communications.]  [8:  CAAs are prohibited from using CSBG and other federal funds for lobbying and political campaign activity. 2 CFR § 200.450. Some CAA employees may also be covered by the Hatch Act, which prohibits covered employees from soliciting political contributions from other covered employees or using their official authority to influence election results. Further, an employee could jeopardize a nonprofit CAA’s tax-exempt status if they have created the impression that they are speaking on behalf of a CAA and they engage in political activity (e.g., by posting about their support for a political candidate). When expressing political opinions on their personal social media accounts, CAA employees should be clear and open about the fact that such opinions are personal and do not represent those of CAA. For more information, see CAPLAW’s Legal Leader’s Guide.]  [9:  CAAs should review any policies incorporated by reference into this policy to ensure that their language and application could not be reasonably construed to restrict employees’ exercise of their Section 7 rights under the NLRA.] 


Employees should refrain from posting anything on personal Social Media accounts that might reasonably create the impression that they are communicating on behalf of CAA. When creating Social Media content related to CAA and its programs or operations, employees must be clear and open that their views do not represent those of CAA (for example, by saying “The views and comments stated are personal and do not necessarily reflect the views of my employer.”). 

CAA reminds employees that CAA has an established procedure for resolving employee complaints, which can be found [in the employee handbook/CAA Complaint Policy.]

Employees should be honest and accurate when posting information or news on Social Media and promptly correct any mistakes. An employee should never post any information or rumors that they know to be false about CAA, CAA clients or people working on behalf of CAA.[footnoteRef:10]  [10:  This section only prohibits an employee from making statements that they know are false because the NLRB has held that such statements are not protected by the NLRA. The NLRB has overturned workplace policies that prohibit posting “incomplete, confidential, or inaccurate information” and making disparaging, false, or misleading statements on social media. However, reckless and maliciously false statements (i.e., those that are made knowingly or with reckless disregard for their truth or falsity) are not protected by the NLRA. Chipotle Services LLC d/b/a Chipotle Mexican Grill and Pennsylvania Workers Organizing Committee, a project of the Fast Food Workers Committee. Cases 04–CA–147314 and 04–CA–149551 August 18, 2016.] 


Employees may choose to connect with their coworkers on Social Media, but they are not obliged to do so. 

2. CAA Business-Related Use

Some employees have job responsibilities that include posting information to CAA-maintained websites or Social Media accounts. Individuals who do not have such job responsibilities must obtain written authorization from [the Executive Director or the Director of Technology] before posting on any CAA-maintained website or Social Media account.[footnoteRef:11] [11:  This requirement to obtain permission before posting is not likely to violate an employee’s NLRA rights because it refers only to employer-maintained websites and cannot be reasonably construed to restrict employees’ exercise of their right to communicate about working conditions among themselves and with third parties.] 


All employees understand and agree that the content, log-in credentials, and followers of CAA-maintained websites or Social Media accounts belong exclusively to CAA and that employees must provide CAA with any information necessary to log in to a CAA-maintained website or Social Media account. 

Employees who post messages and content on CAA-maintained websites or Social Media accounts understand that they are posting on behalf of CAA and must adhere to CAA’s professional standards, values, policies, and applicable laws at all times.[footnoteRef:12] Any content posted must be current, accurate, and professional. If an employee makes an error, they should quickly take responsibility for it and correct it. Employees should understand and abide by the terms of use of any internet or Social Media platforms used for business-related purposes. They should be mindful of the intellectual property rights of others and may not infringe on the copyright or trademark of another individual using a CAA-maintained website or Social Media account. For example, employees may not repost copyrighted material (including text, images, or videos) without the written authorization of the copyright owner. [12:  This policy is not designed to address all of a CAA’s guidelines and restrictions related to business use of social media. For employees whose job responsibilities include posting information on CAA-maintained websites or Social Media accounts, consider adopting a separate policy or set of guidelines regarding their use. Such policy should include written consent for posting videos of individuals, obtaining copyright permission before posting, etc. ] 


When posting for authorized, business-related purposes, employees may not post, share, or express a viewpoint on another’s post (such as by “liking” a Facebook post) regarding anything that CAA, its employees, clients, funding sources, or partners would find offensive, including racial or ethnic slurs, sexist comments, discriminatory comments, profanity, abusive language, or obscenity. Further, employees may not post or express any information that is defamatory, libelous, threatening, harassing, or intimidating to another person or entity. Examples of such conduct might include offensive posts meant to intentionally harm someone’s reputation or posts that could contribute to a hostile work environment on the basis of race, sex, disability, religion, or any other status protected by law or CAA policy. Individual employees may be held personally liable for such remarks. 

When posting for authorized, business-related purposes, employees should refer to CAA’s political activity policy to ensure that they do not engage in prohibited political campaign intervention.[footnoteRef:13] Additionally, any posts related to public policy should be reviewed in advance by [the Executive Director or other executive-level staff]. If you are unsure or have any questions about whether specific content would fall into this category, please contact [the Executive Director or other executive-level staff]. [13:  Certain Social Media activity by websites or Social Media accounts administered by nonprofit CAAs, such as “liking” a political candidate’s post or publishing political messages, may be construed as impermissible political campaign interventions and may jeopardize the agency’s tax-exempt status. Public CAAs should refer to state and local laws to determine if there are restrictions on their ability to engage in political activity.] 


Before posting any content soliciting charitable donations, employees should consult with [the Executive Director] to ensure that such activity will not violate state charitable solicitation laws. 

3. Employment References

Requests for employment recommendations on Social Media websites from former employees of CAA should be treated like any other employment reference.[footnoteRef:14] [If a current CAA employee is contacted by a former CAA employee for a reference or “endorsement” on LinkedIn or any other Social Media platform, the current CAA employee should refer the former CAA employee to the Human Resources Department.] [The former CAA employee must submit a reference release before the current CAA employee may provide the reference.] [14:  CAAs should consider including this language because if an employee is terminated for poor performance and later receives a positive recommendation on Social Media, the employee could use the positive recommendation as evidence that their termination was pretextual.] 


4. General Implementation of Policy

[The employment terms set out in this policy apply in conjunction with, and do not replace or amend, any terms or conditions of employment stated in any collective bargaining agreement that a union has with CAA. Wherever employment terms in this policy differ from the terms expressed in the applicable collective bargaining agreement with CAA, employees should refer to the specific terms of the collective bargaining agreement, which controls.][footnoteRef:15]  [15:  This provision is only applicable to CAAs with unionized workforces.] 


Employees who violate this policy are subject to discipline, up to and including dismissal or legal action. CAA prohibits taking negative action against any employee for reporting a possible deviation from this policy or for cooperating in an investigation. Any employee who retaliates against another employee for reporting a possible deviation from this policy or for cooperating in an investigation will be subject to disciplinary action, up to and including termination.
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